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Abstract: With the rapid development of modern information technology and communication technology, industrial
control system has become an important part of national key infrastructure, whose security is related to national
strategic security and social stability. The close connection between modern industrial control system and Internet
promotes the rapid progress of industrial control technology, meanwhile it brings serious security risks. Since the
“Stuxnet” virus incident, attacks on industrial control systems have occurred frequently, which causes huge
economic losses to global production enterprises. Besides, it also poses significant impact on the social stability and
security to many countries and regions, which has aroused people’s great concern about the security of industrial
control systems. Due to the wide variety of automation equipment and proprietary protocols, complex data flow and
rapid development in modern industrial control system, it is very difficult to summarize the safety of key
components of industrial control. There are few literatures related to this area, and most of them are old and
incomplete. To solve the above problems, the mainstream architecture and related components of the current industrial
control system were introduced. Then the security vulnerabilities and potential threats in the key industrial control
components were analyzed. The attack methods of SCADA control center, programmable logic controller and field
equipment were summarized. Furthermore, the preconditions, objects, steps and hazards of the attack in the literature in
recent years were also analyzed. The attacks against industrial control network were classified from the perspective of
integrity and confidentiality. Finally, the possible development trend of industrial control system attack was given.

Keywords: industrial control system, supervisory control and data acquisition, programmable logic controller, attack
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Figure | Basic architecture of industrial control system

@ AWLAH: —FETEH P RS, e
7~ ICS R8T rh A% B B 1 e 48 IR AS I I s 4
5, BLE . BHEEHEEMSHOR HERE 2
&, IR ICS.

3) PEREES ) S AR A A
X 3 EAAHE LN A A

O " gmFEZEEIEF|#S (PLC, programmable
logic controller): — i H T+ H Bl 4k 2 il i k45 1
&, ERIR I R BPIRAS, AT DR TR
B2 A, ST AR PR I R B Bl .

@ LG G (RTU, remote terminal
unit) : BER I REAL BA AT 28 1B B h L R 4,
@ AN SCRAZH R . 5 PLC AHEL, RTU AMY
HA PLC HEA T RE, S A T 76t fR 23 8 (5 A
LRI EIRET N TAE,

@ AUERAIAT F5 : BB AT 2 6 A 2
SREAER G

THERFFEERREE, THl@EFMLE,
Rl s g, KIS LA T sk
HofE EAVE B A, FA PR i S AL D o 28
b e VY 84S B Modbus |



4. W2 15 05 E 22 A 2l

E

DNP3. Foundation Fieldbus. Profibus %%.
2 IiIRRFLEO/M

THE RSt TR, JPRTA A
AT 52 W 28 Uit - Gonzalez 25"8I%f Hy 277 Mt
MR R I 988 AR 4% R4t il 5 e o ik
1T TR T, SRR, ABLAH. SCADA 3

FAI PLC AESZRAMAR KMIZAIE. 350 s
IR RS 5 NR T T 020, W8 1 R,
B, By BRI SRR, % T
PRGN GRE, —f. BN, M
% 1 ATLAEH, PLC. RTU AR 55-a8 5000 e e 1
TEMZ R i, ST RGEER. Fit, A
PRI S TSR 22 4 i

*1 RRAGEMETS

Table 1 Score of vulnerability harmfulness

EALISES SERANSY B
SCADA Jlii %5 % PN B4 ) R GO R R T T ST B B (8 K 1 SCADA Sz R 2435 (1) T T245 1.
AR, oL BE%2 %% STEP 7 dm Rl E M, X228 WinCC i (RSB AT
PRI A /N N 7 %3 WinCC Wass e 4L s
H L /N TR M TR I S
Web R %5 %% N Pk Web 55 I0ThRE, FERLE TR G AR LTI
MES JIR 45 #5/%5c3i8 /i PN ARG ST 2 10 R
OPC IR 45 2%/ 804 1% PN AT RIHLRAE 1 SR AR I B A L AL WL SR (4 4
RTU K EEPATER R AN, SRR AL
PLC K FEIATREREG] 5 S h R, R EE TR
PAC N TENFFBOL R B Szl 8%, HR A TR G AT I

2.1 IHRREHFENREEM
2.1.1 SCADA 4|+ s

L ENR Z @A L, RS
B EAE RS, MiA SCADA bk T £
Pz M. B4, WERAFITE 2014 FO44F
1EXF Windows XP $2fit 25 il 55, {2 Windows XP
()4 FF EL A5 SR 40%; Windows 7 #E 2020 4E
SR TGRS, (T RO ELgg] o v o) R
R T BOHRIE RS, MATHESE, B2
A AR A FH I AR P AR R RN TR 2 A T T
X EWHE K2 HAE R AL R RS . FLIR,
Pl O AR B Z AR, IR 2 LR 3
BRI RS T R E A I R b
WIREEPE . AREEFAT T vl s 5 N AR A
e, FECHIUSFHRAE R B R E L
Fah, MEEAAN SNBSS, K5 TEE
BLH LI g, T3 BB 0 Al s 3 B 5 BT
EEIE

SCADA A7 it o] BE A7 LEARHD i & 7] 8
Sk = 22 4Pk, —28 SCADA U PFH FEH,

SCADA  F Gt 1A V1T AN S I8 55 AN A1 22 4%
IR T R A B . &8 MR T R A %4
BREGRA, JUHSE OPC BhAEEE (DLL)
ANERRBWA, &5 SCADA R4 3|,
di', SCADA #fF7= fhdidp A& P 4
KRS I o %D T I8 AR AR R IR TR S KA, Hr
AT 5 & AT 22 8 AT BeAEAERS (R A) R o RIS,
WREZTEHAPARBREITHT, XEFEFHN B
FEJPRCR B B T 2 TR A IE M
FIH B AN IR R B AR RS« FTHM T B FE 7
FUEHURIESS . X RITHN T IR O R G
KHEJJRIHZ —. SCADA & T RAMA. bx
HE R O IR 22 2 5 ( COTS ,  commercial
off-the-shelf) FAFAE N H LR SR 1) HE A, /2
f# SCADA RGN 241 X —E P 2T COTS
054 MR K AN G TN D 4 a1 P (S B
EPE AR e T, IR,
M RAMELE SCADA RSBk,

B — R ANLF R E 5T Windows IHAE R
4, WECE IR . ActiveX. HUHE FE A AL DT ]



38

LA Tk RG A 2 e Rk +5-

ThEe . HMI /™ Al A0 ZR A R0 A 55 1,
B # vl DU A ) P He e . JEill,
B 2 SRR s HMIT AR S8 o AT BEAT
eV, QR AE TR WER THE,
PAR AR R g R 2 28 G B R R ) @it Web
) 0 2% T ] P IR BE M 1) R G, M el L
3 3 N R R R 5 R e 4% ) e e 200, AT
>k SQL AN H brili [ 5 HoAh 5 Web AH G
A o
2.1.2 #EHEB

o R T A L L&, W
DA ILHEAT G Sk E Bl s IR i B3 & 4 St
o JRE R B A, EE R
Xof 5% WA AR AR A F) St o 97 DA R AE PR v T
(RIgE AP, AR 232 FEARAN R 4 M i B3,
S B0 UEALH . N 2. B £ PLC 5%
ATiRe, (HEANTEE S AEEEH, Foywsa
VB SHEA 8, K2 % PLC W] LUEE L
RKWEZR] 1CS, FFIREERER R . XK
0T PLC B i RS . AEAE kR, Faibl
#5181 CPU APy A7 BRI PR A o 504 1 A o A 1 DA %
PR B HLIN R EER, AR MEE A AN A 15
Feo LA Bl 2T T 13 s A ),

B AR E AR e . st T 5
AEAE R RV, A LEBHMEFAUUE T 5 6
WML, R e g — A e,
TEITFERE BN, R 82BN N
fEH P EAT ST, MG bR A T A S T
K, R, A e i 8 AR R it
ATICUE RTINS, M ag vl DR B A3 ) TR AN
s a TREgeE e, T e

I 2 5 S T T £ il R 021

1) W) TR QiR ot # B SR 14 mefg
SRR B ST, PR [ R PR A A T 35 )
TA2, DIREUBUR(E B

2) W E: BakE B N,
DU AT R & AU A

3) FRIGFUT AN s FEEL B & TE S5 M % 18
E I TFEE AL W BB AT DURT AL,
RERE X H AR 1 8 HEAT AN [F) 2R 28 (1 ik

4) BHRARZRPUNE M BE R AEAERER

H BIEETT 2 230K R & B [ 22 35 1) 1
% b —BHAERS Ledk 7T RERAIIE, B
i FH A Al et AT HAh Mot

5) RABUN B A : AR & Reh el &
TR AR L E AR A

s ] 2% () AT G P2 X R BU 2 R B AR 2
—o ARSI R IR, Bl T pe e
Phi&. B PLC M2 . HRIBGHW )3
TR PLC Pl b b Sy B e >0 4%
IR B A 3. TR ERMR D@ &
PRI, BOEANAE L3, FEm—AN T Bk
B B0AIE . W4 AT LLERE XS PLC I EE U 1) 5%
T X 2% SRR IR R, FER R R N 2R
PLC b SRR THANEE 5835 6 T BLE A
2 IR T () RS o X T TR A (S
HHIEA . B mIDE. 2 RIS
A R AL AR Bl R e R AP,
2.1.3 AHikE

P37 1 4 3 A Th RS AN B R R (AR 91
A, B IRAXBEARMPOE R R, Rk &
BEh L, (IR &M AL T A A iR &
(AR AR B o By 25 I 0 DT AR 4 4% (1 i
XA e Tl RG0iE R E R E, HF Hf
PR B o Bl 37 e 4 HEAT B 4 (e K R e 2 —
e TEIRPR ] I B A8 A R B A7 R R
TERPAT TR, FEYHE B2 s a4k
VT R A, I35 T A% AT LU AT B
TAEH RS, B IR, NSRBI
TEAE PP DX R H I R, AT — A i) 00 A B 2L
=0, WK LB W HLE (UPS) 6=
e FH IR,
2.2 THEMEK

FEGE) 1CS W4 5 B & 5 Ak s i,
J& 2B RGP AE BT 2 WILAThRE N EE H K
BEAT Vit BB 9B e R, bk
ZANUENL . B R BUIRSS « AR X 4
§5 114 AP L5 RS B SCAE SO 55
Modbus MM AELE T4 R G H MR % 1 —Fh %
B ZHECRA T NE AR, FNE
RZ A —N/ NI RIRIRG, AT A B R (s
BN —AMMR/ANOERT T O kst B



.6 W2 15 05 E 22 A 2l

E

HHTSWIUE BRI N EHLH], I
HEHTATHEHTHE Modbus Bk [ 3 72
ffy o6 g5 BP9, Biham P75 17517 F PLC
S7-1200 fF K P2 i (ST BRXARAS 2) 7E F %,
BB AZ e B, A BT 2% .
YEEAAL T TIA 5 S7-1200 2 (A 1iEAE, LAaise
AR RILIBITH R, Wi B TSR R
ikfa, W He S MERERL, REIRA 2 B
A BIZAT R Gk A E B A L8 T R i) 2 i) #2
J¥o BEAR, LA BB TE S 2 4 P Il

EIRTE RS H, WA SEREREMNE AR
RIg, TEBGETHBMIER. T TCP/IP
8 UDP/IP 5 A (1) T4 P i3 i 24 5 e Th vz F o
TG 18 28 =] HEH T 5T TCP/IP LK M) Modbus
TCP. & &% —Z K H TCP/AIP LKW T Tk
H B SUR AR, L TCP o 2 5020 BR
2 4b, &4 PROFINET. OPC UA. Ethernet/IP.
POWERLINK H1 HART/IP 25 Wil , ¥ 47 Le 5 %A
FILA ) IP 2% (335 Internet) HEATiA(EEY,
XU AR, AF 1CS 2 DL A5 TSGE 32 AR
e R R LA S 1T R G

HCHE 0 A B A I A2 A% Gt BLIDE N 24 2R FH 1)
PRIEE se B RPN A T B A TR
ICS Az, —se2e 22 g N T4
RGN s ARG, WK HR D> T K
ket R L R N2 IR e o]
WA RRH N,

H ATER 6 3G 2478 T3 R g Hh 1SR A 74T
AT RS H B I S T T R G
1R 2 [ {5 A A3 BRI (A e o

1) SRR ], 1CS SRSt R, fE4F
S8 I 8] 50 [ PN A R H 2 A 5 B 58 il e T 4
1B, FIRES S EUE =2 407 TH I B KHK .

2) HIRMITFEAE ST, T8 ARG b5 2% M3
W R & I NAF AT R ST A TR, TR
PRI STIESE s dyNIPIT:E R

3) ARG RaE RN . Wei 21008 1 S8 5
T BN i s S 2 A MR ZE T BE 2 3 U RE
FEL IO 1) R 9 36 R SR 1) 10 % o IX B
fife 8 SR AT B SRAN/ N B SR sg e, A E
IEEE

4) RGUATLES M I . 0 2 KR i i
HEBR R Z A, HARINZ MM, An
B SR PG B e AN X LN & i
) AfLLE R, R R R,

TLREARIEEH RGN HBREE ., T
WL R BT B B2 5, (HnT RE
ok —se ik . &40 Wi-Fi (802.11) A Fj-F-7E
TR E L. #£3) HMIL PLC 552 R r
R B G0 SR B AN IE A CRP 22 4 M A e D,
EATAT e S TE Bk S G 2 Ak 51 R EA
IR, TELR AL SRR 5 52 BI15K 45 Fh R (1T
PRSI, GO RESR ST PR PURAS B R
#/E, XeREUERE IR,

B T BECM s R g, it BN T
ARG R TIRZ b, T A, RABIRER
RS, AE A FH 2T DATE AT e BF ()R ] 557
EHLDT 1) ICS #EHAR™, fth T T F R
2, wEdlgsses. B2, =itERAM
BOR R R T V2 . B R B B 2 O
fE 2020 4F_ERERIE SRS IR Y RE
Wz, i k=M. OneNET. COSMOPlat, B3
Zov HUB =& KM L =1 G R %2k 1 534t
I8 By, ~FIBGEREOA R 114 W/ H, [FE
T 27%. Tk = FERESE KEEA RS L
%54, KA. DMANEBSFEEHE,
BN 28 B (1 EE A H bR . IXAE 1CS THIG 20 37
f 22 4 i) ST,

1) =BEEMINAE SCADA £ % NI,
RIS R o] BEAEAE RO AR . Hdl kiR . 2K
PR HHs 25 Rk B R O -

2) SCADA RGN = 2 [RS8 AT e 4T
FFICS WG 1T, Bidids n] DLR X 2 f5 | T T B o

3) BATEZ L SCADA R4 FHAEFIR A
Ty B 4w A

4) = AN RS SRR A B @
AR .

3 IERFHENE

3.1 SCADA #Z#|#i0
Pt v ) TCRE T AR il PR P R P T 3
F| PLC AT a4 PRI, AR ARk



LA Tk RG A 2 e Rk <7

SR E R EN EE H AR, Biham 0815 7
W TAESh, OB ORI LRSS, SEBl 7t
PLC 28 /M5 (b B FfE 7 S sk Wiy fE#
B IRERE T AE.

1) “UIR” CAEwS: RIAHGER TS, B
TR EGEEEUE A ST HEt, BMUs KiES
PLC, #T PLC )5 38h/15 1LY .

2) g “HR” uh: FIAHIE TIER, R
W N B, HAREE TR A TAEw, I
MBS TR R REMOIAB O B B TR AR
AR EIA QIEAHSAI g hIAChS); R
P UREIMHEE 7 B RRE T, [RINFXT PLC 34T
HifE LU T TR ACE A2 B b S

Zhang® it 7 AR TR AR s R
%, HEGESAME 2 o, —F& 50 it
& o Wil iEd W E Iy, TR T AR,
5 A1 R A 2 2 T N 5 A P i
M AR TARSS ST O E B . —F B E%
PEANTGE . il 2 F E Bios, Bk R
PV E N TR TAE S AR A s, DA a5 B
HWERT . HHNRENBGE SRR 2 fior.

N

ﬁ%ﬁ%L
2 X LA TAESG B g5t

Figure 2 Attack scenario on engineer workstation

AR TARSE

AN

F2 #HRENHHTE
Table 2 False data injection attack steps
FFEUR S 8] ZE T[]

W) W) g

600 s(150) 630 s(158) [ZEY 8

840 s(210) 10205(255) I Ettercap St o [A] A Bty
10205(255) 1020 5(255) EEAREN

1 200 s(300) 2 400 (600) TR ARIYIZAT LabVIEW 7Y

HMI 2% WLt Hbrz —. HMI 5 5 18 %
FRD BT P K2 B HMI A2 AR A T 5 s

ME R . H P IR SEUR A Y iR H
553 5 B B 4 0 A ) R AR AN AR A ) R

BT XF HMI (1 BRI B 2 80k 0 DL o B
HRAEEE R, R RO RR RS N
St it. Kleinmann 2522 H T — Rl 18 UM
&S, Mok THEMZEE 3 fios. TEEFF
HMI F1 PLC 2 [8] (5 818 J5 , B & 005 e i
BAZ, MAEN BB VR ESEEE, FH
il EMIT 2 50 B ol i AR I, AT S0 s
VB BRI IE S FH T EAE. (2l THIK
HH BN BN ] Ay & 7 5S4 2
100% 5L 15 B, Bt e e i, R MR
BTG . Hu ST AR BT 7

E%?%%{_aquﬁﬁ% g 2

PLC
st R Ly

PLC B K 5

[
Y2 ||
HMI :
(onet] | | e

Yeitin | [

K3 ik THRMAUH
Figure 3  The architecture of attack tool

3.2 PLC

YRR AR A T R G T
— s . X PLC MM a3 ig,
THERGEH R KAMETER J5 5 X PLC H W
AU LR

1) FEfHES I (firmware modification at-
tack): [l {2 MR AN B HI R Z 8T, PLC [ 4
N ARG NI B R ) 2 TR SRt T R A R Bl )
OB, BIEIRZ PLC f2 %% HA [ 52397 (1 2
AE, W LAETC AU A FBEAT P AR B HO I DL T
fd A BT ASRAB AN I BT e Th g . Tl ¥
A AR X — S B, a3 g TR SR ]
SR, SRS E S RG R H AR, SR
PLC ()5 R AR, P ik Joe A B A 25 A 2] 42 5
PG SAEN, AT AT RE AR .

Basnight 2548 1 — 7l A [ 2 347 5



.8 W2 15 05 E 22 A 2l

E

W, B SIS RS K R AR,
B 7% PLC AT BB S T AT 1 . Garcia
SN 5k PLC [fF, S280 T4 PLC N4
] . Ma SO0 T 045 R GE b T A
AR REE BRI, X A8 AT T BRIE L
o, HEGHEREW T S g en& sl B
R EAE ST . Bk & a2 5] R
il RGURS AT AL, Bl AN 2 5] L B fR El
HRERF R, 84, WFSE R
A, PEREZRGHENIRS, BEVIHILE . R,
B E G A KB AHE B TG
S, FREOE UL . 7520 P IR D)4 g2 i)
anfa, Bt AR sl TR i 3 i 45

2) AR MH (payload attack): PLC H?
(R IR PP RRON A Rt k.l B sl B 4 PLC
A R, AT PASRAS R AT ZR AL, iR
AEFEERE, TRSHTE RGN, AT
P EE IR S

Govil %P5Hig T B B E# (LLB,
ladder logic bomb), B[ LABETEE 45 1) B K
i, ik T =K LLB: {6480k LLB. HI T-4b2
FRIRES B ar 2 1) LLB. H TR E i 1c sk 1
LLB. HT7ER 4R T 83 PLC ZHIh= %4
PERS AN B B0, Mook 3 np IR S B R A
A PLC LA #EGIZH Y, RIGHREEELUTAN,
B SRR E I A 5 RS S BT N

Yoo 25U T R T 0 5 63 e N I
. @ P AT LS. WK 4 B, B hm
W T, Bk R R AR AR E
Fr PLC HIEHEde, DRIHASTEACHD B iy ik ¥
W, BIEAZZEL MRS ok, Bah#FiEdE
A% R P B AR BEBE )RR &, AT PLC 1
RGEHEE n 2R I2E, JRafl PLC T
Wik FH 1B, @ WA SR Bt . %8
T8 AR AR )8 R BRI — R A 7 SRR
REEARTE o XX P FR B0 75 AN Hh a0 1) A%
A FEWAME PLC BELFTEOL T, BRI 2 4
Hnan, R @ AL 3 PLC.

Li 50753 5 477 S 30 0F WA % 10 I P 32 4
Bk 22 S 80 5 1k FE o W B R . St
RUGH I FEARZ R . PP R 2 o S 1

AR AL I 42 IR A AT TS £ By
TR Bzl ar A B R Bl vl LIRS 206
FARATE SEE (RGN, JFRe i
Pl R G L Sl i MAs B e S . N
TR SERZRIE, A0 B 3 AN 2%,
Wi & ESE AR RS RE S, RS
g5k, DB EM S Hak, BahEHRE
TR R AR, DR A
Bo FeJa, TERBEARINEE BIRA H .
TR bl 7 S B o LA RR I S R

8L T U PLC Bl bk %% ]
FE T P
J L e
B Pt AL | P BB
% Kl
R
b 2 Rﬂ%&2[:> e
T M
RS ot A N
‘ , LA RRIAD)
B M S )

B4 SO sCAR I B B BT Moty

Figure 4 Data execution attack on protocol header inspection
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